Is that a browser in your pocket? 

.. or just some software on a thumb drive that allows you to side-step self-appointed moral guardians

WANDA SLOAN, Wednesday October 11, 2006
It's hard to believe in a setting like this, but some people in countries where citizens line up to get Post Database each Wednesday live under a government that censors information, with particular interest these days in the World-Wide Web. 

For example, the police of one country that is extremely close to Thailand claim blithely that they block, filter and censor 3,828 web sites that are what the officers call "threats to national security". Those same police also brag they have managed to block 20,837 of what they say are 800,000 pr0n sites. 

Of course, this country is not China, but it is rumoured that sometimes its citizens become annoyed when they try to find out important news and instead they are rewarded with the National Green Screen of Dearth. This unattractive web page, apparently modelled after the Microsoft Blue Screen of Dearth, announces that you have been blocked by the vigilance of the country's ministry of information and communications technology. 

If it seems a tad quaint to be hunting down nasty web sites and trying to deflect them to an all-purpose Green Screen in 2006, you clearly have not been watching. 

One country that is extremely close to Post Database readers has increased Internet censorship in every year since the new millennium. Its police say that 34,437 main web sites and heaven knows how many pages are inaccessible to citizens and visitors alike. 

(Irony alert!) They maintain a web page where this number is updated each month. 

Of course, as every student learns, Newton's Fourth Law of Motion states unequivocally that, "For every act of censorship, there is an equal and opposite software writer to overcome it." 

Torpark is a program I reviewed earlier this year, but it is time to reprise it. The software has got tremendously better and more useable. It's so good now that some people, at least on some days, will want to use Torpark instead of their regular Internet browser. 

The worst news about this program is that like absolutely every anti-censorship device, Torpark is not absolutely reliable. From time to time, flunkies guess or figure out the proxies that the program is using to get around the government blocks and filters, and the information blackout returns. 

This is why it is a good idea for information junkies to accumulate a number of methods and as many independent agents as possible, to try to ensure steady access to the censored material. So long as the information is freely available, a bit of determination and imagination will bring it to you. 

But the reason I'm now a confirmed Torpark fan is because it is useful even with the anti-censorship mode completely turned off or ignored. 

It is also useful on a USB drive, that you can carry in your purse or pocket. 

You can install Torpark and the Firefox browser directly to a thumb drive, or put it on your hard drive first, and then simply copy it to the USB device. Either way, a secure browser that is (usually) able to cut through censorship attempts might be handy when you travel to certain countries, or even up-country in the one you're already in. 

Torpark is a little front end for the Firebox browser. You click on Torpark, and the software sets up a system that diverts your normal Internet connection to a quite large foreign network of Internet machines. 

The purpose here is to obscure you. You don't ask your Internet provider to let you see web pages. You ask the Torpark network, which bumps your request from machine to machine until no one can tell where it is actually coming from. 

This security through obscurity usually gives you back the web page you want rather than the Green Screen of Dearth with no information at all. There is no noticeable time lag, either, because all the setup was done before the browser loaded. 

If you're sitting in an office reading this, you are vitally aware there's a second layer of censors in addition to the government. And a tiny handful of you gentlemen reading this may also fear the wrath of She Who Controls the Kitchen Passes, because I know for a fact that there are some men who try to surf to certain types of Internet sites and think their spouses don't notice, not that I'm bitter in any way about this. 

Ghostzilla may be for you. 

It is freeware, built on a Mozilla (Firefox) base, and is designed to fool anyone who is casually looking over your shoulder to make sure you're working, not smirking. 

Ghostzilla suddenly appears - and then instantly disappears at your wish - inside regular applications. Your boss, looking over from across the room or even from the next desk, sees you diligently buried in a Microsoft Word document, a PowerPoint presentation or an Excel spreadsheet. 

When you move your mouse left-right-left, the browser appears. Move it off the browser and your work immediately appears instead. There are many other settings, contolling how to display pictures and headlines, for example, that can help you keep up on news without even your closest co-workers catching on. 

Ghostzilla is a Windows-only program, unlike Firefox, but it works on all Windows versions. After you download it, it is essential that you read the file inside the zip archive called "Instructions.html" so you can understand how to install and use the software. 

Read up and download Ghostzilla if you wish from http://www.ghostzilla.com/. 

Hacktivismo makes and maintains Torpark. They are a group of talented technology activists concerned with keeping information free, and they are at http://www.hacktivismo.com/. 
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